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OnpenesneHus
B HacrosiieM 10KyMEHTE HUCIOJIb3YIOTCS CIEAYIOIIME TEPMUHBI U UX ONPEAEIECHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMa, COCTOAIAs W3 IIEPCOHANA W KOMIUIEKCA
CPEACTB aBTOMATHU3ALMHU €ro JAEATEIBHOCTH, pealu3ylollas WH(POPMALMOHHYIO TEXHOJIOTHIO
BBITOJIHEHHS YCTAaHOBJICHHBIX (DYHKIIMH.

AyTeHTH(UKAIMSA OTHPABUTENA [JAHHBIX — IOATBEP)KICHUE TOrO, YTO OTIPABUTENb
MIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHUE 3alUILNEHHOCTH IEPCOHAIBbHBIX
JAHHBIX, XapaKTepU3yemMoe CIIOCOOHOCThIO  TOJIb30BaTeNed, TEXHUYECKUX CPEICTB H
MH(QOPMAILIMOHHBIX TEXHOJIOTUH 00ecnednTh KOH(DUACHINAIBHOCTb, LEJIOCTHOCTh U JOCTYIHOCTh
NEePCOHATBHBIX JAaHHBIX MpPU MX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAaHHBIX.

BuoMerpnyeckue TiepCOHAJbHBbIE JaHHbIE — CBEJCHHS, KOTOPHIE XapaKTEPU3YIOT
dusnonornueckue OCOOCHHOCTH YeJIOBEKa W Ha OCHOBE KOTOPHIX MOKHO YCTAaHOBUTH €r0
JUYHOCTh M KOTOPBIE UCTIIOIB3YIOTCS AIMUHUCTPAIMEH ISl YCTAaHOBIICHHS JTMYHOCTH CyOBEKTa
MNEPCOHATIBHBIX HTAHHBIX, MOT'YT O6p2163.TBIBaTBC$I TOJIBKO IPHU HAJIMYNU COTJIaCHA B MUCbMEHHOH
dbopme cyOBeKTa MepCcoOHATBHBIX MaHHBIX (BKItOuas (ororpaduu, OTIEYaTKH MaJbIeB, 00pa3
CETYATKH TJIa3a, 0COOCHHOCTH CTPOCHHS TeJIa U JPYTYIO T0I00HYI0 HH(POPMAIIHIO).

BioknpoBaHne NepPCOHAIBHBIX JaHHBIX — BpPEMCHHOE TpeKpalieHne o00paboTKu
MEPCOHANBHBIX JaHHBIX (32 HCKIIOUEHUEM CllydaeB, eciu o00paboTka HeoOxomuma s
YTOYHECHHUSI IEPCOHATBHBIX TAHHBIX ).

Bupyc (koMnblOTepHBbIN, NPOrPaAaMMHBII) — HCIOJHSIEMbI MPOrpaMMHBIA KOJ WA
UHTEPIIPETUPYEMbIi HAaOOp MHCTPYKUMH, 0Onagaromuii CBOWCTBAMHM HECAaHKIIMOHHUPOBAHHOTO
pacnpocTpaHeHus U camoBoctipon3BeneHus. Co3gaHHble 1yOIUKaThl KOMIBIOTEPHOIO BUpYyca HE
BCErJa COBMQJAIOT C OpPUTHHAJIOM, HO COXpPAaHSIOT CIIOCOOHOCTh K JalbHEeHIemy
PacpoCTpaHEHHIO U CAMOBOCIIPOM3BECHMUIO.

BpenonocHas mnporpamma — nporpamMma, IHpeAHa3HAY€HHas Uil OCYLIECTBIIECHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMA U (WJIU) BO3JCHCTBUS Ha MEPCOHAIBHBIC JAHHBIC WIH PEeCypCh
UH(POPMAITMOHHOW CUCTEMBI IEPCOHATBHBIX JAHHBIX.

BcnomorareiibHbIe TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUYECKHE CpPEACTBA H
CHCTEMbI, HE TpeJHa3HAuYCHHbIE Ui Tepenaun, 00paboTKU UM XpaHEHUs MEPCOHANBHBIX JTAHHBIX,
YCTaHAaBIMBAEMbIE COBMECTHO ¢ TEXHMYECKMMH CPEIACTBAMU U CHUCTEMAMH, IPEIHA3HAYCHHBIMU
JUis  00pabOTKM TEPCOHAIBHBIX JAHHBIX WM B TOMEIICHHAX, B KOTOPBIX YCTaHOBJIECHBI
MH(OPMAIMOHHBIE CUCTEMBI TIEPCOHATBHBIX JAHHBIX.

JocTyn B onepanyoHHy0 cpeay KoMnbloTepa (MHGOPMALMOHHON CHCTeMbI NMEPCOHATBHBIX
JAHHBIX) — MOTy4eHHE BO3MOXKHOCTH 3aITyCKa Ha BBINOJHEHNE IUTAaTHBIX KOMaH, (QyHKINI, mpoueayp
OIEPALIIOHHON CHCTeMbI (YHUUYTOKEHHS, KOMMPOBAHUS, TIEPEMEIICHNS U T.I.), UCTIOIHAEMBIX (paiiioB
MPUKIIAIHBIX IPOrPaMM.

Joctyn k mH(popManuu — BO3MOXKHOCTB IOTy4eHUs] HHPOPMAIMH 1 €€ HCTIOIb30BaHUsl.

3ak/Ia0uHOe YCTPOICTBO — JJIEMEHT CpEACTBa CheMa HH(POPMAIMH, CKPBITHO BHEAPSIEMBIMA
(3aKIanbIBacMblii WM BHOCHMBI) B MeCTa BO3MOXKHOTO CheMa HHGpOpMaMu (B TOM YHCIE B
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OrpaXIeHne, KOHCTPYKIIMIO, 000pyI0BaHKE, TIPEAMETHI MHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKKE B
TEXHUYECKHE CPEZICTBA U CUCTEMBI 00pabOTKM HHPOPMALIUN).

Zaummaemass uHdopManus — WHPOPMAIWS, SBISIOMIASCS MPEIMETOM COOCTBEHHOCTH U
TIOJUTIEKAIIAST 3alUTe B COOTBETCTBHU C TPEOOBAHMSMH TMPABOBBIX JOKYMEHTOB HIIM TPEOOBAHUSIMH,
YCTaHABJIMBAEMBIMUA COOCTBEHHUKOM MH(OPMAITHH.

Hpentndgmkanus — npucBoeHHMEe CyObeKTaM M OOBEKTaM JO0CTyna HIeHTHU(uKaTopa M (Wn)
CpaBHEHHE NPEABSBIISIEMOr0 HICHTU(HKATOPA C IIEpeUHEM TPHUCBOCHHBIX UACHTU(PUKATOPOB.

HNudopMaTUBHBI CHTHAJ — DJICKTPHYECKUE CHTHAJIBL, AKyCTHYECKHE, SJIEKTPOMArHUTHBIE W
Jpyrue (usnyeckue Mois, MO MapamMerpaM KOTOPhIX MOXET ObITh PacKpbITa KOH(HACHIMATbHASL
nH(opmarws (mepcoHaIbHBIE JaHHbIC) 0OpadaThiBaeMasi B MH()OPMAIIMOHHOM CHCTEME MEPCOHATBHBIX
JIaHHBIX.

Nudpopmanuonnas cucrema mnepcoHaJbHbIX JaHHbIX (MCIIAH) —COBOKYIHOCTH
coJepkaixcs B 0a3zax MaHHBIX MEPCOHATBHBIX NAHHBIX M 00ECMEYMBAIOUINX UX 00pabOTKy
UH(POPMALMOHHBIX TEXHOJIOTUNA U TEXHUYECKHX CPE/ICTB.

HNudopManmoHHble TEXHOJOTHH — TIPOIECCHI, METObI TOMCKa, cOOpa, XpaHeHus, O0OpabOTKH,
MPEIOCTABIICHHS], PACPOCTPaHEeHNsI MH(POPMAIMK M CIIOCOOBI OCYIIECTBICHUSI TAKUX MPOIECCOB U
METO/IOB.

Hcnonb30BaHHe NePCOHAIBLHBIX AAHHBIX — JCHCTBUS (OINEpaIy) C IEePCOHAIBHBIMU
JTAHHBIMH, COBEpIIA€MbIC ONEPATOPOM B LEISIX NMPUHATHUS PEHICHUH WIM COBEPIICHHS HHBIX
JEUCTBHUMN, TIOPOKAAIOMINX IOPHIMUECKIE MOCIEACTBUS B OTHOIICHNN CYOBEKTa EepCOHATBHBIX
JAHHBIX WJIM JAPYTHX JIMI JIMOO MHBIM 00pa3oM 3aTpardBarollydX IpaBa U CBOOOIBI CyObeKTa
NEPCOHANBHBIX JAHHBIX UM JPYTUX JIHII.

Hcrounuk yrpo3bl 6e30MacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIA, MAaTCpUAIbHBIA OOBEKT WIH
(r3rUecKoe sIBIEHKE, SIBISIOIINECS PHYMHON BOSHUKHOBEHHUS YTPO3bl 0€3011aCHOCTH UH(OPMAIIHH.

KonTposmpyemasi 30Ha — TMpOCTPaHCTBO (TEPpUTOPUS, 3[aHUE, YacTh 3[aHUS, TMOMEIIEHHE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOJIMpYyeMOe MpeObIBaHUE TTOCTOPOHHMX JIMI, a TAKXKe TPaHCIOPTHBIX,
TEXHUUYECKUX M MHBIX MATEPUATTBHBIX CPEJICTB.

Kon¢puneHIMaILHOCTh NMEePCOHAIBHBIX JAHHBIX — 0053aTeNbHOE VIS COOMIOACHUS OIEpaTopoM
WIM WHBIM TIOMYYMBIIAM JOCTYIl K TIEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKATh HX
pacrpocTpaHeHre 0e3 cornacusi CyObeKTa MEpCOHANbHBIX JaHHBIX WM HAIWYMsS HHOTO 3aKOHHOTO
OCHOBaHMSL.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACTIPEICTICHHOS
NporpaMMHOE  (IIPOrPaMMHO-AIIAapaTHOE) CPEACTBO  (KOMILIEKC), pealn3yIollee KOHTPOJIbL 3a
nHpopMarmel, mocTynaroneii B WHOOPMAIMOHHYIO CHCTEMY TIEPCOHAIBHBIX JIAHHBIX M (WJIN)
BBIXOIAIIEH W3 MH(POPMAITMOHHON CHCTEMBI.

Hapyumrenb 0e30MaCHOCTH TEPCOHAJIBHBIX JAHHBIX — (U3MYECKOE JHMILO, CIy4dailHO WK
HpPEIHAMEPEHHO COBEPILAIOIICE JICHCTBUS, CIIEACTBHEM KOTOPBIX SIBJIETCS HAapyIIeHHE OE30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMALIMOHHBIX CHCTEMaXx
NIEPCOHATBHBIX TAHHBIX.

HeaBTomaTtusupoBaHHasi o0padoTka MePCOHATbHBIX JAHHBIX — obpaboTka
MEPCOHATIBHBIX NAHHBIX, COACPIKAIIUXCA B HH(bOpMaHHOHHOﬁ CUCTCMC NICPCOHAJIbHBIX JaHHBIX
an00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCA OCYILECTBICHHOW 0€3 HCIOJIb30BaHUs
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CpPEeICTB aBTOMAaTH3alMU (HEAaBTOMATU3UPOBAHHOM), €ClId Takue ACHCTBUSL C MEPCOHATbHBIMU
JAaHHBIMM, KaK HMCIIOJIb30BaHUE, YTOYHEHHUE, PACIPOCTPAHEHUE, YHUUTOKEHUE IEPCOHAIBHBIX
JAHHBIX B OTHOIICHUU KAXIIOTO U3 CyOBEKTOB MEPCOHATBHBIX NAHHBIX, OCYIIECTBISIOTCS MPU
HETOCPEICTBEHHOM Y4aCTHUHU YEJIOBEKaA.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIMOHAQJIbHBIE ~ BO3MOXKHOCTH  CPEICTB
BBIYMCIIATEITFHON TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOIHE ONMCAHHBIM B IOKYMEHTAIINH, TIPU
UCTIOJIb30BaHUM  KOTOPBIX BO3MOXKHO —HApyIICHHWE KOH(UACHIMAIBHOCTH, JOCTYITHOCTH WIIH
IIEJIOCTHOCTH 00pabaThIBaeMOi MHPOpMAIUH.

HecaHkumoHMpoOBaHHBIH J0CTYN (HeCAHKIIMOHMPOBAHHBIE JIefiCTBUA) — JIOCTYN K MHPOpMAIU
WM JISUCTBHS ¢ MH(OpMAIVel, HApYIIAIONHe TPABWIa Pa3TPaHUYSHUsI JOCTYIA C HUCIIOIh30BaHUEM
MTAaTHBIX CPCACTB, MPCAOCTABIICMBIX HHq)OpMaLII/IOHHBIMI/I CUCTCMAaMU NICPCOHAJIbHBIX JTaHHBIX.

Hocutens uHdopmanum — ¢Gu3MUeckoe IO WIA MaTepUATbHBIA OOBEKT, B TOM HYHCIIC
¢msuyeckoe 1moie, B KOTOpoM HH(OpMAIMsl HAXOIUT CBOE OTPHKEHHE B BUJIE CHMBOJIOB, OOPa3oB,
CUTHAJIOB, TEXHMYECKUX PEILCHUH U TPOLIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTUK (PUIUUECKHUX
BEJIMYHH.

O0e31nunBaHue NMEPCOHATBHBIX JAHHBIX — JICHCTBUA, B PE3YyIbTaTe KOTOPBIX CTAHOBHUTCS
HEBO3MOXXHO 0€3 UCIIOIb30BaHUs JONOJHUTEIBHON HHPOPMALIUH ONIPEEINUTh PUHAIIICKHOCTD
NEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY NEepPCOHABHBIX JTaHHBIX.

O0paboTka MepPCOHANILHBIX JAAHHBLIX — JI000€ NelcTBHE (Omepamus) WM COBOKYITHOCTb
nefcTBuil  (omepanuii), COBEpIIAEMBIX C MHCIIOJIb30BAaHMEM CPEICTB AaBTOMATM3alMud Wid  0e3
UCIIOJIb30BaHMs TAKUX CPEJICTB C MEPCOHAIBLHBIMU JAHHBIMH, BKJTFOUasi cOOp, 3aIiCh, CUCTEMAaTH3aLIHIO,
HaKOIJICHUE, XpaHEeHUEe, YTouHeHre (0OHOBJIEHHE, I3MEHEHHE), N3BIICUCHUE, HCTIONB30BAHNE, TIepeIady
(pacnipocTpaHeHHe, TPEAOCTaBICHUE, JOCTYI), OOe3NMuMBaHWE, OJOKMpOBAHWE, YAAJCHUE,
YHUUTOKEHHE NEPCOHATIbHBIX JaHHbIX.

OOwmenocTynHble  NMepcOHAIbHbIE  JIaHHBbIE —  TIEPCOHANBHBIE  JaHHbIE,  JOCTYI
HEOTPaHUYEHHOTO KpYyTa JIUI K KOTOPHIM IPEIOCTAaBICH C COTJIACHs CyOBEKTa IepCOHATbHBIX
JAHHBIX WJIM HAa KOTOPHIE B COOTBETCTBUU C (heJepallbHBIMU 3aKOHAMHM HE PaclpOCTpaHAETCS
TpeboBaHuE COOMIOACHUS KOHPUICHIIMATHHOCTH.

Oneparop (MepCcOHANBHBIX JAHHBIX) — T'OCYJAPCTBEHHBIM OpraH, MyHUIMNAIbHBIA OpraH,
IOPUIMYECKOE WIN (PU3MYECKOE JIMIO, CAMOCTOATEIBHO WM COBMECTHO C JIPYTMMH OpPraHHU3YHOILEE U
(nrmH) ocyIecTBIsIIoNIee 00paboTKy MEePCOHATBHBIX JAHHBIX, a TAKKE ONPEACSIONIME e 00padoTKH
IEPCOHANIBHBIX JAHHBIX, COCTaB IE€PCOHAIBHBIX [AHHBIX, MNOMISKALMX 00paboTKe, JeHCTBUS
(omeparmm), coBepIIaeMble C IEPCOHATLHBIMH JIAHHBIMHU.

Texnuuyeckue cpeacrsa HH(OPMAIMOHHON CHCTEMBI NMEPCOHAIBLHBIX JAHHBIX — CPEICTBA
BBIUHCITUTEIILHON TEXHUKH, HH(POPMAIMOHHO-BBIUHCITUTETLHBIE KOMILIEKCHI M CETH, CPEZICTBA U CHCTEMBI
nepeaur, npuemMa U oOpabotku IIJIH (cpemctBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCTIPOM3BE/ICHUSI, TIEPETOBOPHBIC ¥ TEJICBH3UOHHBIC YCTPOICTBA, CPEICTBA HW3TOTOBIICHHS,
TUPKUPOBAHMS JIOKYMEHTOB M Jpyrue TEXHHYECKHE CpelicTBa 0OpabOTKM pedeBoil, rpadriecKoi,
BUJICO- U OyKBEHHO-IM(pOBO WH(OpMaIK), TPOrpaMMHBIC CPEICTBA (OMEpPAIMOHHBIC CHCTEMBI,
CHCTEMBI YIIpaBlieHHs 0a3amMy JaHHBIX W T.I.), CPEACTBA 3AlIUTHI MH(OPMALUM, MPUMEHSCMbIC B
MH(POPMALMOHHBIX CUCTEMAX.

IlepexBaTr (MH(pOpMaNMK) — HETPABOMEPHOE TOJyUYeHHE WH(POPMAIIMK C UCIIOIH30BAHUEM
TEXHUYECKOTO  CPEICTBAa, OCYLIECTBISIONIETO  OOHAapyKeHHe, TMpueM U  00paboTKy
UH(POPMATUBHBIX CUTHAJIOB.
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IlepcoHanbHble JaHHBbIE — JI00as MH(pOpMALUs, OTHOCALIAACA K MPSIMO WJIM KOCBEHHO
OTIpeJICIEHHOMY HJIU OIpeAesieMoMY (PH3UUECKOMY JIHIY (CYOBEKTY NEpCOHANBHBIX TAaHHBIX).

IMoGo4yHbIe JIEKTPOMATHUTHBIE H3JIYUeHHS U HABOJKHU — DJIEKTPOMATHUTHBIC M3TYYCHUS
TEXHUYECKUX CPEJCTB 00pabOTKM 3amuiraeMord WH(OpMAaIMi, BO3HUKAIONIME KAaK MOOOYHOE
SIBJICHUC U BBI3BAHHBIC BHGKTpI/I‘ICCKHMI/I CHUIrHajlaMu, I[eﬁCTByIOH[HMH B HUX BHCKTpI/I‘ICCKI/IX n
MarHUTHBIX IICISIX, 8 TaK)Ke JCKTPOMArHUTHBIC HABOJKH 3THX CHUTHAIOB HAa TOKOIPOBOIAIIHE
JIUHHAH, KOHCTPYKIIMH U TICTTH MTATAHUS.

[MoauTHKAa  «YUCTOTO  CTOJA» —  KOMIUIGKC  OPraHM3AIlMOHHBIX  MEPOIPHUSTHH,
KOHTPOJIMPYIOIUX OTCYTCTBHE 3alMCHIBAaHUS HAa OyMa)KHbIE HOCHTENM KIIOYeH M aTpuOyTOB
nocTyna (maposeit) ¥ XpaHeH!s UX BOIH3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTear HMHGOPMALMOHHONH CHCTEMbI NEPCOHAJBHBIX [JAAaHHBIX — JIMIIO,
y4yacTByIoIllee B (PYHKIIMOHUPOBAHUU HMH(OPMALMOHHOW CHCTEMbI NMEPCOHANBHBIX JAHHBIX WIIH
UCIIONB3YIOLIEE PE3YIbTaThl €€ (PYHKIIMOHUPOBAHMSL.

IIpaBuia pasrpaHuYeHusi JOCTYNAa — COBOKYITHOCTb MPaBWJ, PETJIAMEHTHPYIONIMX TpaBa
JIOCTYTIa CYOBEKTOB JIOCTyNa K 00bEKTaM J0CTyTIA.

IIporpamMHasi 3akJjaaKa — KoJi IPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBII B IIPOrpaMMmy ¢
LEJIBI0  OCYIECTBUTh YTEUKY, H3MEHUTb, OJOKHUPOBaTh, YHHUYTOXXUTb HH(DOpPMALUIO WIH
YHUYTOXXUTh M MOAM(PUIMPOBATH HpPOTpaMMHOE oOecriedeHrne HH(OPMAIMOHHONH CHUCTEMBI
NEPCOHANBHBIX JAHHBIX U (MJIK) OJIOKUPOBATh anmapaTHbIe CPEICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4ecKOe) BO3JAeiiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3/ICUCTBUE HA PECYpPCHl aBTOMATU3MPOBAHHON MH(POPMAIIMOHHON CUCTEMBI, OCYILIECTBISIEMOE C
UCIOJIb30BaHUEM BPEIOHOCHBIX IIPOrpamMM.

PackpbiTHe NepPCOHANBHBIX JAAHHBIX — YMBIIUICHHOE WIH CIy4alHOE HapyIIeHHe
KOH(HICHIIMATLHOCTH MEPCOHATBHBIX JJAHHBIX.

PacnpocTpaHeHHne nepcoHAJbHBIX JAAaHHBIX — JCHCTBUS, HalpaBiICHHbIE Ha PACKpBITHE
NEPCOHAIBHBIX JaHHBIX HEONPEAEICHHOMY KPYTY JIUIL

Pecypc ungopMalilMOHHOH CHCTEMBbI — UIMEHOBAHHBIN 3JIEMEHT CHUCTEMHOIO, MPUKJIIAIHOIO
WIY anmapaTHoro odecneueHus pyHKIIMOHUPOBAHMS WH(OPMAIIMOHHON CUCTEMBI.

CneuuajbHble KATErOpuM MNEPCOHAJBHBIX JAHHBIX — [I€PCOHAIbHBIC  JaHHBIE,
KACAIOIIMECs  pacoBOM, HAUWOHAIBHOW  NPHUHAICKHOCTH, MOJUTUYECKUX  B3IVISJOB,
PENMUTHO3HBIX WM (UIOCOPCKUX YOCKICHHUM, COCTOSHHUS 3I0pPOBbS W HHTHUMHON JKHU3HH
CyOBbEeKTa MePCOHANBHBIX JAHHBIX.

CpezcTBa BHIYMCIMTEIBHON TEXHMKH — COBOKYITHOCT IIPOTPAMMHBIX M TEXHIHUYECKHX SIEMEHTOB
crcteM 00pabOTKH TAHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATh CAMOCTOSATENBHO UM B COCTAaBE JAPYTHX
CHCTEM.

Cy0bekT gocryna (Cy0beKT)— JMIO WIM MPOLECC, ACUCTBUS KOTOPOro PErinaMeHTHPYIOTCS
IpaBUJIaMU pa3rpaHUYEHUs JOCTYIIA.

TexHuyeckuii KaHAT yTe4kd WH(OPMALMHM — COBOKYITHOCTh HOCHTENS MH(pOpPMALU (CperncTsa
00paboTKH), (hr3MUECKOr Cpelbl PacIpOCTpaHEeHHs WH(POPMATUBHOTO CHTHANIA U CPEACTB, KOTOPHIMH
JIOOBIBAETCS 3aIUIacMast HHQOpMaIIus.
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Tpancrpanu4Has nepeaaya nepcoHaJIbHBIX JAHHBIX — ME€peava MepCOHATbHBIX JaHHBIX
onepatopoMm uyepe3 [ocymapctBeHHyro rpanuily Poccuiickoit ®enepauuru oOpraHy BIIACTH
MHOCTPAHHOTO TOCyNapcTBa, (U3MUECKOMY WM IOPUIMYECKOMY JIMIy HHOCTPAHHOTO
rocyJapcraa.

Yrpo3sl 0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh VYCIIOBHH U (DaKTOpOB,
CO3JAIOIIMX OMAacHOCTh HECAHKIIMOHMUPOBAHHOTO, B TOM YHCJIE CITy9aliHOTO, OCTYIA K MEPCOHATBHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTrO MOXKET CTaTh YHUYTOKEHHUE, U3MEHEHHUE, OJIOKHMPOBAHNUE, KOTMPOBAHIIE,
pacIpoCTpaHEHHE TIEPCOHATBHBIX JTAHHBIX, & TAKXKE WHBIX HECAHKIIMOHMPOBAHHBIX JCHCTBHI TPH HX
00paboTKe B MH(DOPMAITMOHHOM CHCTEME MEePCOHATBHBIX TAHHBIX.

YHHUYTOKEHHEe NEePCOHANBHBIX JAHHBIX — JCUCTBUS, B pE3YJbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUTBH COJIEpYKAHHUE TEPCOHATBHBIX JIAaHHBIX B HMH(OPMAIMOHHON CHCTEME IePCOHATBHBIX
JAHHBIX WIA B PE3y/bTaTe KOTOPBIX YHHUYTOXKAIOTCSI MaTepHabHbIE HOCUTEIN IEPCOHAJIBHBIX
JTAaHHBIX.

VYreuka (GanmiuaeMoil) vHpOpMAIMH MO0 TEXHUYECKMM KAHAJIAM — HEKOHTPOJIMPYEMOE
pacrpocTpanerre HHPOPMAIUKA OT HOCHTEIIS 3allMIIAeMOi HHPOPMAIUK Yepe3 PU3NUECKYIO Cpey 10
TEXHUUYECKOTO CPEJICTBA, OCYILECTRISIIONIETO IIEpeXBaT HHGOPMAITUH.

Ysa3BUMOCTB — €11a00CTh B CPEJICTBAX 3aILUTHI, KOTOPYIO MOXKHO HCIIONB30BATh I HAPYIICHHS
CHCTEMBI WU CoJiep Kaliieiics B Heil nH(opmarmu.

HenoctHocTh  uHGOPMAMM —  CIOCOOHOCTH  CPEICTBA  BBIYMCIUTEIBHONM TEXHUKH WM
ABTOMATH3UPOBAHHOM CHCTEMBI OOECIeunBaTh HEM3MEHHOCTh MH(OPMAIMK B YCIOBUSIX CITy4aifHOTO
W/WITH TIPeIHAMEPEHHOTO UCKOKEHUS (pa3pyIIeHNUs ).
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OBO3HAYEHUA U COKPAILIEHU A

— QaHTUBHUPYCHBIC CPECTBA

— aBTOMATU3UPOBAHHOE Pabovee MECTO

— BCIIOMOTATEJIbHBIE TEXHUYECKUE CPEIICTBA U CHCTEMBbI
— nH(pOPMAIMOHHAS CUCTEMA TIEPCOHATTHHBIX TAHHBIX

— KOHTpOJIUpyeMasi 30Ha

— JIOKaJTbHAsl BEIYUCITUTEIbHAS CETh

— MEXCETEBOM IKpaH

— HECAHKLIMOHUPOBAHHBIN JOCTYII

— OMEepalOHHAs CUCTEMA

— MEPCOHAJIbHBIE IaHHbIC

— MMPOTPaMMHO-MATEMaTHIECKOE BO3/ICHCTBHC

— IIporpaMMHOE o0ecreueHne

— MTOOOYHBIE ANIEKTPOMArHUTHBIC U3ITYICHHS U HABOJKH

— CHCTEMa aHaJIn3a 3allUIIEeHHOCTH

— cpencTBa 3aluThl HHpOpMaIuu

— cucreMa (MoJIcuCTeMa) 3alllUThl IEPCOHATIBHBIX TAHHBIX

— cucreMa oOHapyKEHUST BTOPKECHHIA

— TEXHUYECKUE KaHAJIBI yTEUKU HHPOPMAITIH

— yrpo3bI 0E30MACHOCTH TIEPCOHATBHBIX JJAHHBIX
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BBEJEHUE

Hacrosimas Ilonutuka nadopmarmonHoii 6ezonacnoctu (nanee Iomutuka) MBJIOY n/c 10
«benoukay (nanee — YupexaeHue) siBiseTcsi 0pUIIHATbHBIM TOKYMEHTOM.

[Tonmutrka pa3paboTaHa B COOTBETCTBHH ¢ TpeOoBaHUsIMHU DeepaabHOTO 3aK0OHA OT 27 WO
2006 1. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX» U nocTaHoBieHUs [IpaButenscTBa Poccuiickoit
Oenepanmu ot lHOIOpss 2012 1. Ne 1119 «OO6 yTBepkacHHMU TpPeOOBaHHWI K 3aIIUTe
NEPCOHANBHBIX JaHHBIX NpU HX 00paboTke B HMH(POPMAIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX
JTAHHBIX», HA OCHOBAHUH:

- «Pexomenmanuii o obecreueHnIo 0e30MacHOCTH IEPCOHANBHBIX JAHHBIX TPH UX 00paboTKE B
WH(GOPMAITMOHHBIX CHCTEMAaX MEPCOHANBHBIX NaHHBIX», YTBEPKACHHBIX 3aMECTHTEIEM JUPEKTO-
pa @CTOK Poccun ot 15.02.2008 T.,

- «TunoBbIX TpeOOBaHU MO OpraHU3alKy U 00ecreYeHNI0 (PYHKIMOHUPOBAHUS NP POBATBEHBIX
(xpunTorpaduIecKrx) CPEACTB, MPEIHASHAUYCHHBIX TSI 3aIUTHl HH(OOPMAITH, HE COACpKaIICH
CBE/ICHU, COCTABIAIONINX TOCYJapCTBEHHYIO TallHy B Cllydae M3 MCIIOJIB30BaHUs Ui obecrede-
HUsI 0E30MACHOCTH TEPCOHATIBHBIX JAHHBIX MPH WX 00paboTKe B MH(DOPMAIIMOHHBIX CHCTEMaX
MEPCOHANIBHBIX JaHHBIXY», YTBEPKIEHHBIX pykoBoacTBoM § Llentpa ®Ch Poccun 21.02.2008 r.
Ne 149/6/6-662.

B IMonmutuke ompenenensl TpeboBanms k mepcoHany WCIIJIH, cTemneHb OTBETCTBEHHOCTH
NepcoHaNa, CTPYKTypa U HEOOXOIUMBIA YPOBEHb 3alUIICHHOCTH, CTaTyC M JOJDKHOCTHBIC
00s13aHHOCTH COTPYJAHHKOB, OTBETCTBEHHBIX 3a OOECIeYeHHE O€30MacHOCTH TEPCOHATBHBIX
nanHbix B UCITIH Yupexnenus.
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1 O01mme moJoKeHus

Lenbio nHactosmieii [ToauTuku sBiIsgeTcs odecneueHre 0€30IaCHOCTH 00BEKTOB 3aIHUThI

VupexJeHnss OT BCeX BHUAOB YIPO3, BHEIIHUX M BHYTPEHHHUX, YMBIIUICHHBIX H
HenpeHaMEPEeHHbIX, MUHUMHU3aLUs yiiepOa OT BO3MOXKHOM peanu3aiuu yrpo3 0e30macHOCTH
I 1n (YBIIn).

be3omnacHocTh MEePCOHANBHBIX JTAHHBIX JIOCTUTAETCS nyTeM UCKITIOUEHUS
HECAHKI[MOHUPOBAHHOTO, B TOM YHUCJE CIy4allHOro, JIOCTyNMa K IEPCOHAIBHBIM JaHHBIM,
Pe3yJbTaTOM KOTOPOTrO MOKET CTaTh YHMUYTOKEHUE, U3MEHEHHE, OJIOKHPOBaHUE, KOMMPOBAaHUE,
pacnpocTpaHeHue NepCOHANBHBIX JAHHBIX, a TAK)KE WHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBUI.

Wndopmanus u cBA3aHHBIE C HEW pecypchl JOIHKHBI ObITh JOCTYIHBI I aBTOPHU30BAHHBIX
nojb3oBareiel. J{oJKHO OCYLIECTBIATHCS CBOEBPEMEHHOE OOHApPYKEHHME M pearnpoBaHUE Ha
YBII/In.

JIOMKHO OCYIIECTBIATHCS MPEIOTBPALICHUE MTPEIHAMEPEHHBIX WU CIIyYalHbIX, YaCTUYHBIX
WM TTOJIHBIX HECAaHKIMOHUPOBAHHBIX MOJU(PUKAINN WIM YHUUTOKEHUS IEPCOHANIbHBIX JTaHHBIX.

CoctaB 00BEKTOB 3alUTHI MpeacTaBieH B [lepeune nmepcoHaIbHBIX JaHHBIX, YKa3aHHOMY B
[Monoxxennu 06 06pabOTKE MEPCOHANBHBIX TaHHBIX.

Cocra UCII[IH, momyiexanux 3aliuTe, MPEACTaBlIeH B AKTe 00CIeqOBaHUS TEKYIIETO
COCTOSIHHSI TEXHHYECKOM 3aIIUThI IEPCOHAIBHBIX IAHHBIX.
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2 O6aacTh nerlcTBUA

TpeboBanust HacTosmel [ToMUTHKN pacIpOCTPaHIIOTCS Ha BCEX COTPYAHHUKOB YUPEKIACHUS
(IITaTHBIX, BPEMEHHBIX, pabOTAIOUMX MO KOHTPAKTy M T.I.), a TaKXe BCEX MPOYHX JIUI
(TOAPSATINKY, AYAUTOPHI  T.I1.).
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3 Cucrema 3ammTHI NEPCOHATBLHBIX JAHHBIX
Cuctema 3anuThl nepcoHanbHbIX AaHHBIX (C3I1IH), cTpoUTCst HA OCHOBAHUU:

- AkTa 00ce1oBaHuUS TEKYILETO COCTOSHUS TEXHUUECKON 3aIIUThI IEPCOHATBHBIX JaHHBIX;
- [lepedns nepcoHANBHBIX JAHHBIX, OJIEKAIINX 3aIINTE;

- AKTOB KJ1accu(uKanuy HHPOPMAIIMOHHBIX CHCTEM NEPCOHANBHBIX TaHHbIX;

- HacTHBIX MoJenel akTyalabHBIX yTpo3 U BepostHoro Hapymurens UCI/Ix;

- [TonoxeHnus o pasrpaHUYEHUH MPaB AOCTYIA K EPCOHATIBHBIM TaHHBIM;

- PykoBomsmux mokymentos @CTOK u ®Ch Poccum.

Hns  obecnieuenuss 3amutel  WCII[AH HeoOxomumo  coONIOJIEHHE  OpTraHU3alMOHHO-
TEXHUYECKUX Mep. AIMHHHUCTpaLueil odbecreunBaeTcs 6€30MacHOCTh MEPCOHANBHBIX JaHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3aIlMIIEHHOCTH, KOTOpas omucaHa B TexHHYecKoM
3aJaHuu Ha co3nanue cuctemsbl 3ammThl st UCITIH. B Yupexnenuu onpeneneHbl akTyalbHbIe
yrpo3bl 6e3omacHoctu I1/[H, koTopwle omucanbl B YacTHOW MOJENU aKTyalbHBIX yrpo3 H
BeposTHoro Hapymutens UCIT/IH.

[log axTyanbHBIMH YIrpo3aMH O€30IMaCHOCTH IEPCOHANBHBIX JIAaHHBIX ITOHUMAETCS
COBOKYIIHOCTb ~ YyCIOBUH  ©U  (aKTOpPOB,  CO3JAIOMMX  aKTYaJbHYI0  OIAacHOCTb
HECAaHKIIHOHUPOBAHHOTO, B TOM YHCIIE CIy4aifHOTO, JOCTYyINa K MEPCOHAIBHBIM JaHHBIM IIPU HUX
00paboTke B MH()OPMAIIMOHHOW CHCTEME, Pe3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHUUYTOXKEHHE,
U3MEHEHHe, OJIOKMPOBaHKE, KOMMPOBAHUE, MPEIOCTABICHNE, PACIIPOCTPAHEHUE TTEPCOHATIBHBIX
JIAHHBIX, @ TAK)KE MHBIE HEIIPaBOMEPHBIC JICHCTBUSL.

VYrpo3sl 1-ro TMNa akTyaubHbI A7 HHGOPMAITMOHHON CHCTEMBI, €CIH ISl HE€ B TOM UHUCIIE
aKTyaJbHbl yTpO3bl, CBA3AaHHBIE C HAJIIMYUEM HEIOKYMEHTHPOBAHHBIX (HEAECKIapUPOBAHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM MPOrPaMMHOM 00€CTeYeHHH, CIOIb3YEMOM B MH(OPMALIMOHHON
CUCTEME.

YTrpo3sl 2-T0 TUMNA aKTyallbHBI U1 HHPOPMALMOHHOW CUCTEMBI, €CITU JUIsl Hee B TOM YHCIIEe
aKTyaJIbHBl YTPO3bI, CBA3aHHBIC C HAINYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKIapHpPOBAHHBIX)
BO3MOXHOCTe B NPUKIAJAHOM  [POrpaMMHOM  OOECHEUEHHH,  HUCIOIb3yeMOM B
UH(POPMALIMOHHOM CUCTEME.

Yrpo3sl 3-r0 THIA aKTyalbHbI i HHQOPMAIMOHHOW CHCTEMBI, €CIIU U Hee aKTyalbHbI
Yrpo3hl, HE CBsI3aHHBIC C HaJIM4Ynuem HCOOKYMCHTHPOBAHHBIX (HC,Z[GKJIapI/IpOBaHHBIX)
BO3MOXXHOCTEH B CHCTEMHOM M TPUKJIAIHOM MPOTPAMMHOM OOECIIEYCHUH, HCIOIh3yeMOM B
WH()OPMAITMOHHON CHCTEME.

Ha ocHOBaHMM 3THX JOKYMEHTOB ONpEAEseTcs HEOOXOAMMBIH YpPOBEHb 3aIlUIIECHHOCTH
[Mn xaxnoit UCII[An Yupexaenus. Ha ocHoBaHMM aHanM3a aKTyaJbHBIX Yrpo3 0€30MAaCHOCTH
I1/IH, onucanHoro B YacTHOM MOJENN aKTyalIbHBIX yrpo3 U BeposiTHOro Hapymutens UCI Il u
Otuera o0 pe3yibTaTax IPOBEIEHUS BHYTPEHHEH NIPOBEPKE, JMAENACTCS 3aKIIOYEHHE O
HEOO0XOAMMOCTH HUCHOJIB30BAHUS TEXHUUECKUX CPEACTB M OPraHU3aLMOHHBIX MEPONPUATUI Ui
obecrieuenus Oe3omacHocTd I1J{H. BpiOpanHbBIE HEOOXOAWMBIE MEPONPHUATHS OTPAXKAIOTCS B
[Inane MeponpuATHIA 110 3aIIUTE IEPCOHAIBHBIX JAHHBIX.
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s kaxxnoit UCITJIH qomkeH ObITh COCTABIIEH CIHCOK UCIIOJIB3yeMbIX TEXHHUECKUX CPEICTB
3alIUTHI, @ TaK XK€ MPOrpaMMHOr0 oOecrieueHus, yJacTByromiero B oopadorke I1JIH, Ha Bcex
snementax UCIIJIH:

- APM nonp30BaTenei;
- CepBepa MPHITOKCHHUI;
- CYB/;

- I'pannna JIBC;

- Kananos nepenaun B cetn 0o0mIero nojiabp30BaHus U (HIM) MEXIYHApOJHOTO OOMEHa, €CIH 0
HuM nepenarorces 11J1H.

B 3aBucumMoctu ot ypoBHs 3amuineHHoctTd MCIIIH u aktyansHbix yrpo3, C3IIJIn moxer
BKJIIOUYATh CIIEAYIONINE TEXHUUECKUE CPEICTBRA:

- aHTUBUPYCHBIE CPEICTBA TSI pab0oUnX CTAHIMH MTOJIb30BaTENIeH 1 CEPBEPOB;
- CPEJCTBA MEXKCETEBOT0 SKPAHUPOBAHUS;

- cpeAcTBa KpunTorpaguyeckoi 3amuThl HHGOpPMaLHHY, TP Hepefade 3alluinacMoil ua- - gpop-
Malliy 110 KaHajlaM CBSI3U.

Tak e B CIIMCOK JOJDKHBI OBITH BKITIOYCHBI (DYHKIIMU 3alIUTHI, 00eCIIeYnBaeMble IITATHBIMU
cpenctBamu  obpabotku IIJIH omepanmonHbiMu cucteMamu (OC), mnpuknagaeiM [10 u
CTHCHATbHBIMA KOMILUICKCAMH, PEATM3YIOIIUMHU cpelncTBa 3amuThl. CMCOK (DYHKIHMNA 3aIIATHI
MOYKET BKIIIOYATh:

yIpaBJlieHHE U pa3rpaHUdYCHUE JOCTYIIa M10JIb30BaTENEH;
PETUCTpALMIO U YUeT IeicTBUi ¢ nHpopMalme;

- obecrnieynBaTh LEIOCTHOCTD JAHHBIX;

- IPOU3BOUTH OOHAPYIKCHUIH BTOPIKCHHM.

Cnucok HCIoNb3yeMBbIX TEXHUUYECKHX CpPEICTB oTpaxaerca B llmane meponpustuili 1o
3aIUTE TEePCOHAIBHBIX MaHHBIX. CIHCOK HMCIOJb3yEeMBIX CPEICTB JOJKEH MOIICPKUBATHCSA B
aKTya.HBHOM COCTOAHHUMN. HpI/I U3MCHCHHUNU COCTaBa TCXHHUUYCCKHUX Cpe,Z[CTB 3alllUTBI WJIN
anemenToB WCIIJIH, COOTBETCTBYIOIIME H3MEHEHHS ITOJDKHBI OBITh BHeceHbI B CIHHUCOK H
YTBep)K,Z[eHBI SaBe,Z[YIOH_II/IM quemz[eHmI Wiy JUnoM, OTBETCTBCHHBIM 3a OGGCHG‘-IGHI/IG 3alIUTHI
TT/1H.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I1/11 BKiIrOUaeT B ce0s CIeayIONINe MOICUCTEMBI:

- yOpaBJICHHs TOCTYIIOM, PETUCTPALIUH H YUETa;

- o0ecreyeHus! LEIOCTHOCTH U TOCTYITHOCTH;

- aHTUBHUPYCHOM 3aIlIUTHI;

- MEKCETEBOTO SIKPAaHHPOBAHUS;

- aHaJIM3a 3aLIUIICHHOCTH;

- 00HapyXEeHHS BTOPKEHHUIA;

- KpUNTorpadu4eckoi 3aluThbI.

[Toacuctemsr C3IIJIH mmeroT pasznuuHblil ¢GyHKIIMOHAT B 3aBUCHMOCTH OT kiacca MCII/IH,
OTpeNielIeHHOro B AKTe Kiaccuukanuu MHOOPMAIMOHHBIX CHCTEM IEPCOHAJBHBIX JaHHBIX.
Crucok cootBerctBus (pynkiuii nmoxcucrem C3II/[H kimaccy 3alMINEHHOCTH TPEICTaBIICH B
[Tpunoxenun Ne 1.

4.1 MoacucTeMbl yIpaBJieHHs 10CTYIOM, PETHCTPAIMH U y4eTa

[Toncucrema yrpaBiieHUs] JOCTYIIOM, PETUCTPAIMH M yYeTa MpeIHa3HaYCHa IS pealn3aiuu
clenyomux §yHKIIHHI:

- UACHTU(QUKAIINN ¥ IPOBEPKA IOTTMHHOCTH CyOBheKTOB noctyna npu Bxozae B UCIT/Ix;

- WAeHTU(UKAIMKA TEPMUHAJIOB, Y3JI0B CETH, KaHAJIOB CBS3M, BHEUIHHX YCTPOMNCTB IO JIOTHYE-
CKHM UMEHaM;

- HACHTH(UKAIIMY [TPOrPaMM, TOMOB, KaTaJloroB, Gaiios, 3aucel, mojiel 3ammcei o UMeHam;

- perucTpanmu BXoAa (BbIX0Aa) CyObEKTOB JIOCTYIA B CHCTEMY (M3 CUCTEMBI), JINOO PErHCTPaLH
3arpy3Ky M MHUIMAIN3AIHMN OTIEPALIOHHON CHCTEMBI U €€ OCTaHOBA.

- perucTpalyy MOMBITOK AOCTYINa MPOTPaMMHBIX CPEICTB (IIpOrpaMm, MpOLECcCcOB, 3ajaad, 3a1a-
HUI) K 3aIIUInaeMbIM daiinam;

- perucTpanuy MoIbITOK JOCTyIa MPOrpaMMHBIX CPEACTB K TEPMUHAIAM, KaHajaM CBsI3H, - IIPO-
rpamMmam, ToMaM, Karajoram, (ainam, 3arucsm, TIOJIsIM 3aIiCeH.

[loncucrema ympaBieHHsT JTOCTYIIOM MOXET OBITh pEald30BaHa C IOMOIIBIO IITATHBIX
cpenct oopadotku [1/]n (onepanmonnsix cucteM, npunoxkenuid 1 CYBJI). Tak sxe MoxkeT ObITh
BHEJPEHO CHELMAIBHOE TEXHUYECKOE CPEICTBO WJIM HX KOMIUIEKC, OCYLIECTBIIAIOIINE
JOTIOTHUTEJIbHBIE MEphl M0 ayTeHTHU(UKAUU U KOHTpodo. Hampumep, nmpuMeHeHHe eIMHBIX
XpaHWJIWII  yYeTHBIX 3alMcedl  MOoJIb30BaTeNeil W pEerucTpalMoHHOW  MH(OpMau,
UCIOJIb30BaHNE OMOMETPUUECKUX M TEXHUYECKUX (C IMOMOIIBIO0 3JIEKTPOHHBIX MPOIYCKOB) MEp
ayTeHTU(UKALNK U APYTUX.
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4.2 IToacucrema ob6ecnevyeHus1 MEeJTO0CTHOCTH B AOCTYIMHOCTH

[Toncucrema obecrieueHMs! HEIOCTHOCT U JIOCTYITHOCTH IpeJHa3HaueHa i oOecredeHus
nenoctHocty U pocrynHoctu [1/1H, nporpammueix u anmnapatHsix cpenacts UCII/n Yapexne-
HUSI, @ TaK XK€ CPEJICTB 3aIUTHI, IPH CIYYalHOM WIM HAMEPEHHON MoAu(UKALIUY.

[Toncucrema peanmusyeTcss ¢  TOMOIIBIO  OpPraHU3allUd  PE3epBHOTO  KOIMUPOBAHUS
00pabaThIBaeMBIX JAHHBIX, a TaK K€ pe3epBUpOBaHUEM KItoueBbIX dyieMeHToB UCII/IH.

4.3 Iloacucrema aHTI/lBI/lpyCHOﬁ 3alUThI

[ToncucremMa aHTUBUPYCHOW 3alllMTHl MpEAHA3HAYCHA MJIsi OOECICUCHHsS aHTHUBHUPYCHOU
3amuThl cepBepoB 1 APM nons3oBareneit UCIT[n YupexaeHus.

CpencTBa aHTUBUPYCHOM 3aIUTHI MPEAHA3HAYCHBI JTsI pEATU3AINH CIEAYIONNX QYHKIIUHI:
- PE3UACHTHBIN aHTUBUPYCHBIH MOHUTOPHHT;
- aHTUBUPYCHOE CKaHUPOBAHHUC,
- CKpHUNT-0JIOKHPOBAHNUE;

- LEHTPAIM30BaHHYIO/YIAJCHHYIO YCTaHOBKY/IEHMHCTAJULALUIO aHTUBUPYCHOTO TPOJYKTa,
HACTPOHKY, aIMUHUCTPUPOBAHHE, TPOCMOTP OTYETOB U CTATUCTHIECKONH MH(POPMAIIHMH 110 paboTe
NPOIYKTa;

- aBTOMAaTH3MPOBAHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OTpaHWYEHHE TPaB MOIH30BATENS HA OCTAHOBKY HCIONHSAEMBIX 33/1a4 M U3MEHEHHS - HACTPOEK
AHTHBUPYCHOTO [IPOrPaAMMHOTO 00ECTICUEHUS;

- aBTOMATHYECKHH 3aITyCK Ccpa3y MOCIIe 3arpy3KH ONEePAHOHHOMN CHCTEMBI.

IToncucrema peanusyercst MyTeM BHEAPEHUs CIELUATbHOIO aHTUBUPYCHOI'O IPOrPaMMHOIO
obecrieueHnus Ha Bce 3neMeHnThl UCIT/IH.

4.4 Toacucrema MeKceTeBOro YKPaHHPOBAHUS

Iloxcucrema MeXCETEBOTO SKPaHMPOBAHUS INPENHA3HAYEHA Ul pPEealu3alliy CIEIYIOLMIMX
GyHKIMIA:

- (GuUIBTpaIK OTKPBITOrO U 3amudpoBaHHOro (3akpbiToro) IP-rpaduka mo cieayromum mnapa-
MeTpaM;

- (uKcanuy BO BHYTPEHHUX XypHaIax WHPOPMAIMH O MPOXOAALIEM OTKPHITOM H 3aKpbIToM IP-
Tpaduke;

- UICHTU(DUKAIUN U ayTCHTH(PHUKAIMIO aIMIHUCTPATOPA MEKCETEBOTO SKpaHa MPH €ro - JIOKaIb-
HBIX 3aIIpocax Ha JIOCTYTI,

- perucTpanmu BXoJa (BBIXO,Z[a) AIMHUHHUCTpPATOPa MEIKCETCBOTO 3KpaHa B CUCTCMY (I/I3 CI/ICTCMH)
6o 3arpys3kKy 1 "HUIUAJIU3all CUCTEMBI U €€ IIPOTrpaMMHOI'0 OCTaHOBA,

- KOHTPOJISI ICJIOCTHOCTHU cBOCH HpOFpaMMHOﬁ nu HH(i)OpMaHHOHHOfI HaCTHu,
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- (UIBTpalU MAKETOB CIYXEOHBIX MPOTOKOJIOB, CITYXKAIIUX JJIsS TUATHOCTHKH W YIPaBICHUS
paboTO¥ CETEBBIX YCTPOUCTB;

- (hUIBTpPAIIUH C YIETOM BXOJIHOTO M BBIXOJHOTO CETEBOTO MHTep(eiica Kak CPeACTBO MPOBEPKU
MOJIMHHOCTH CETEBBIX a/IPECOB;

- PETUCTPALIMHU M y4eTa 3aIPalIiBaeMbIX CEPBICOB MPUKIATHOTO YPOBHS;

- 6J'IOKI/Ip0BaHI/I$I AOCTYyIIa HGI/I,Z[CHTI/I(i)I/ILII/II)OBaHHOI‘O 00BEKTA UIH CY6’L€KT3, NOJJIMHHOCTB KOTO-
poro mnpu aYTeHTI/Iq)I/IKaHI/II/I HE moATBEpAUIIaCh, METOJaMHU, yCTOI\/’I‘H/IBBIMI/I K IepexXBary,

- KOHTPOJISI 32 CETEBOM AaKTUBHOCTBIO MIPUIIOKEHUH U OOHAPYKEHUSI CETEBBIX aTak.

[Toncucrema peanuzyercs BHEIPEHUEM NIPOTrPAMMHO-ANNapaTHRIX KOMIUIEKCOB MEXCETEBOIO
skpaHupoBanus Ha rpanuie JICB, kimaccom He HUXE 4.

4.5 IToacucrema anaan3a 3aIMUIIIEHHOCTH

[Toncucrema aHanmu3a 3alUINEHHOCTH, JOJDKHA OOECIeYMBATH BBISBICHUS YSI3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkamu B KoH(urypauuu 110 MCII/IH, KoTOpble MOTYT OBITH MCIOJIb30BaHBI
HapyILIUTEIEM I PEAIM3aliy aTaku Ha CUCTEMY.

@OYHKIMOHAN TOACUCTEMBl MOXET OBITh pPEaTu30BaH MNPOrpPaMMHBIMH W IPOrpPaMMHO-
anmnapaTHbIMH CPEICTBAMHU.

4.6 Toacucrema oGHAPY:KEHHS BTOPKeHMi

[Toacucrema OOHAPYKEHHS BTOPIKEHHM, JOKHA 00CCIIEYMBATD BBISIBIICHHE CETEBBIX aTak Ha
anemeHTsl MUCII/IH, moakiItoueHHBIE K CETSAM OOIIEro MOJIb30BaHUS U (MIIU) MEXIYHAPOIHOTO
oOMmeHa.

@OYHKIMOHAN TOACUCTEMBl MOXET OBITh pPEaTM30BaH NPOrpaMMHBIMH W IPOrpPaMMHO-
anmnapaTHbIMU CPEICTBAMHU.

4.7 Moncucrema kpunTorpaduyecKoii 3anMThI

[Toacucrema kpunTorpaduyecKkol 3amuThl TpeaHasHadeHa s uckmoueHus HCJ x
sanumaemoi nHpopmanuu B MUCII/IH YupexxaeHnus, npu ee nepegadu mo KaHajiaM CBSI3U ceTel
00111er0 NOIK30BaHUA U (MIIM) MEXKITYHAPOTHOTO OOMEHA.

[Toncucrema peanusyercss BHEAPEHUEM KpPUOTOrpadUUECKUX MTpOrpaMMHO-annapaTHbIX
KOMIIJIEKCOB.
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5 Moan3oBarenn NCIIOn

B MUCIIJun VYupexaeHus MOXKHO BBIICIUTh CJIEAYIONIME TPYIIbl TMOJIb30BATEIIEH,
y4acTBYIOIIMX B 00paboTke u xpaneHuu [1/1H:

- Anvuauctparopa UCIT/IH;

- AnvuaucTpaTopa 6ezonacHoctr UCII/IH;

- Oneparopa APM;

- AIMHUHHUCTpATOpa CeTH;

- Texan4eckoro crenuamicTa no 00CIy>KUBaHUIO NepudepruitHoro 000py10BaHHUS;
- [Iporpammuct-pazpadorunx UCIIH.

JlanHble 0 rpymnmax MoJb30BaTENIX, YPOBHE MX JOCTyNa U MHPOPMHUPOBAHHOCTU IOJIKEH
ObITh OTpakeH B [loyio)keHnn 0 pa3rpaHUyYeHUH MpaB AOCTYIA K EPCOHATbHBIM JAHHBIM.

5.1 Agmunucrparop UCIIn

Anmunuctparop HWCIIIH, coTpynHHMK Y4YpeKIeHUs, OTBETCTBEHHBI 3a HACTPOMUKY,
BHeapenue U comnpoBoxaeHue MCIIIH, obecrieunBaeT (QyHKIIMOHUPOBAHHE IOJCHCTEMBI
ynpasienuss goctynom MWCIIlH #u ymoaHOMOYEH OCYIIECTBIATH NPEAOCTaBICHUE U
pasrpaHuyYeHe JOCTyIa KOHeYHOro noik3oBatens (Omepatopa APM) k anmeMeHTaM, XpaHSIIIUM
NIEPCOHAJILHBIE TAHHBIE.

Anmunuctpatop MCII/IH o6nafaeT ciaenyomuM YpoBHEM JOCTYTIA U 3HAHUM:

- obyiamaeT monHON MH(pOpMaNIMeld 0 CHCTEMHOM M IPHKIATHOM IPOrpaMMHOM OOeCIeYeHUH
NCII/H;

- 00agaeT MoIHOM MH(pOpMaIKel 0 TeXHHYecKux cpeacTBax u kondurypamuu UCI/IH;
UMeEeT JOCTYI KO BCEM TEXHUYIECKHUM cpeacTBaM oopadoTku nHbopmaruu u manasiM MCIAH;

- ol0majmaeT mpaBaMu KOH(PUTYpUPOBaHUS U aJMUHUCTPATUBHOW HACTPOHKH TEXHUYECKHUX
cpencts UCII1/x.

5.2 Anmununcrparop Gesonacnoctn UCIIn

Anvunnctparop 6e3omacHoctu MCII/IH, coTpyaHuk VYupekaeHHs, OTBETCTBEHHBIN 3a
¢ynkunonupoanue C3I1/IH, Bkmouas oOCIy)XHBaHHME M HACTPOHKY aJIMHUHHCTPATUBHOM,
CEpPBEPHOM U KJIMEHTCKONM KOMIIOHEHT.

Anmunuctparop 6e3omacuoctu UCIT/IH obnamaer clieyromuM ypoBHEM IOCTYIIA U 3HAHUI:
- o0nmagaer npaBamu Aamunuctpatopa UCITH;
- obmamaet mostHOM MHpopManueh 06 MCIIdH;
- UMEEeT JOCTYI K CPeACTBaM 3alIUThl HH()OPMAIMK U MPOTOKOIUPOBAHKS M K YACTH KIIIOUYEBBIX

snemenToB UCII/IH;
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- HE UMeeT MpaB JOCTyNa K KOHPHUTYPHPOBAHHIO TEXHUYECKUX CPEICTB CETH 3a MCKIIOYCHHUEM
KOHTPOJBHBIX (MHCIIEKIIMOHHBIX ).

Anmvunnctparop 6e3onacHocty UCIT/IH ynoiHOMOYEH:

- peanm30BBIBaTh MOMUTHKY Oe3omacHocTH B yacTu HacTporiku CK3U, MexceTeBBIX SKpaHOB H
cHCTEeM OOHApY>KCHHS aTak, B COOTBETCTBUU ¢ KOTOPBIMH IOJIb30BaTehb (Oneparop APM) moiry-
YyaeT BO3MOXKHOCTh paboTtath ¢ anemenTamu MCI1/IH;

- OCYIIECTBIIATH ayAUT CPEACTB 3aIHUTHI;

- YCTaHaBJIMBATh JIOBEPUTEIIbHBIEC OTHOIICHUS CBOCH 3aIMINEHHON ceTh ¢ ceTssMu aApyrux Opra-
HU3AIWI.
5.3 Oneparop APM

Omneparop APM, cotpyaHuk YupexIeHus, ocymecTBistonuii oopadorky [1J[n. O6paboTka
[IIz BrrowaeT: BO3MOXKHOCTh mnpocMotrpa II/In, pyunoit BBOm II/IlH B cucremy WCII/H,
(dopmMHpoBaHUE CIIPaBOK M OTYETOB NO MH(popmaruu, noiaydenHoi u3z MCIIJIn. Onepatop He
UMeeT OJTHOMOYMH I yIpaBieHHs oicucTeMaMu 00paboTku nanHbix U C3I1/1H.

Omnepatop UCIT/IH o6namaer caeayrommM YPOBHEM JOCTYIA U 3HAHHM:

- obnmamaeT BceMH HEOOXOMUMBIMHU aTpuOyTaMu (HampuMep, HaposieM), 00eCTIeYnBaIOIINMH J10-
CTYII K HEKOTOpOoMY roaMHokecTBY [1]/1H;

- pacmoJjaract KOH(I)I/II[CHI_II/IaJIBHI)IMI/I JaHHBIMH, K KOTOPBIM UMECT AOCTYII.

5.4 Aamunucrparop cern

AJIMMHHCTpPATOp CETH, COTPYIHHUK YUpPEKAEHUS, OTBETCTBEHHBIH 3a (DYHKIIMOHHPOBAHUE
TenekoMMyHuKannoHHon noacucreMsl UCII/IH. AaMuUHHCTpATOp CETH HE UMEET MOJTHOMOYMMI
JUISL yIIpaBIJICHUs TOICUCTEMaMH 00pabOTKH TaHHBIX U O€30MaCHOCTH.

AJMHMHHCTpPATOP CETH 00Ja1aeT CIECAYIOIUM YPOBHEM JOCTYIIA M 3HAHUIA:

- o0aiaeT 4acThi0 MHMOPMAIIMK O CUICTEMHOM M IPUKJIAJHOM IporpaMmHoM obecnieuennu MC-
T1]1H;

- o0agaet 4acThi0 MHPOPMALUK O TEXHUYECKUX cpeacTBax U KoHpurypauuu UCIIIH;

uMeeT (PpHU3MYECKH JTOCTYIl K TEXHUYECKUM CpelcTBaM o0paboTku MH(MOpMAIUU U CPEeICTBAM
3aIUTHL;

- 3HACT, 110 MEHBIIIEH MEPE, OJJHO JICTAJIBHOC UM JOCTYIIA.

5.5 Texnuueckmii cnenuaaneT Mo 06¢Iy;KHBAHUIO NepHPePHIHOro 060PyI0BAHMS

TexHUYEeCKUH CHEenUaIucT Mo OOCTYy)KMBAHUIO, COTPYIHUK YUPEKICHUs, OCYIIECTBISCT
oOciy>)xuBaHue U HacTpoiky mnepudepuiinoro obopynoBanus WCII[An. Texauueckuit
CIIEIUATIUCT TI0 OOCHy)XKMBaHWIO He uMeeT noctyna Kk [I/[H, He WMeeT MOJTHOMOYMMA ISt
YIPaBJICHUS TOJICUCTEMaMH 00pabOTKH TaHHBIX B 0€30MMaCHOCTH.

TexXHUYECKUH CIeNHUaIiCT Mo OOCTYKUBaHUIO 00JalaeT CIEAYIOMUM YPOBHEM IOCTyMa U
3HAHWH:
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- o0ajiaeT 4acThi0 HHMOPMAIIMK O CUICTEMHOM M IPUKJIAJHOM IporpaMMHoM obecnieuennu MC-
RUILH

- 00J1a7aeT 4acThio HHGOPMAIIMK O TEXHHUYECKUX cpeacTBax U KoHpuryparuu MCIT/1x;
3HAET, 110 MEHBINIEH Mepe, O/THO JIEraJbHOS UMS IOCTYIIA.

5.6 Iporpammucr-pazpadorunx UCHIn

[IporpaMMHCTBI-pa3pabOTUMKK (IIOCTABIIMKH) MIPHUKIIAAHOIO MPOrpaMMHOI0 oOecrieueHus, odecre-
YUBAIOIIME €T0 COMPOBOXKICHHUE Ha 3aluIaeMoM o0bekTe. K maHHO# Tpyrie MOTYT OTHOCHUTHCS Kak
COTPYIHUKHU YUPEKJCHUS, TaK U COTPYAHUKNA CTOPOHHUX OpraHH3alnil.

dusnyecKoe JUIO 3TON KaTerOpHU:
- o0nagaer undopmanueii 06 anropurMax u nporpammax oopadoTku napopmanuu Ha MCIIdH;

- o0majgaeT BO3MOYKHOCTSIMU BHECEHMs OLIMOOK, HEIEKJIApUPOBAaHHBIX BO3MOXHOCTEH, IpO-
IrpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX Iporpamm B nporpammuoe obecneuenne UCII/IH Ha ctanuu
ee pa3paboTKH, BHEIPEHUS U COIIPOBOXKICHUS;

- MOXET pacroarath JitoobiMu Pparmentamu nHpopmarwu o tononorun UCIIH u TexHude-
CKHX cpenctBax 06paboTku u 3amuthl [1/[H, o6pabateiBaembrx B UCII1/1H.
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6 TpeGoBanus k mepconasy mo obecrnedennio 3amutbi IH

Bce corpyanuku Yupexnaenus, sBigrounuecs moib3oBarensmu WMCIIIH, T0mKHBI 4eTKo
3HaTh M CTPOTO BBIMOJHATH YCTAHOBICHHBIC IMpaBWIa U OOS3aHHOCTH MO JOCTYIy K
3aIUIIAeMBIM O0BEKTaM M COOIIOICHUIO TPUHSTOTO pexuma OezonacHoctu [1/1H.

IIpu BCTyIUIEHMH B [JOJDKHOCTH HOBOTO COTPYIHHKA HENOCPEICTBCHHBIM HAYaJIbHUK
NOJpa3/ieieHusi, B KOTOpPOE OH IIOCTymaeT, o00s3aH OpraHU30BaTh €ro O3HAaKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH U HEOOXOOUMBIMH  JOKYMEHTaMH, pPErIaMEeHTHPYIOLUMHU
TpeboBanuss mo 3ammre I[IJ[H, a Takxke oOydyeHHE HaBBIKaM BBIIOJHEHHUS TPOLENYD,
HEOOXOMMBIX JUIS CAaHKITMOHUPOBaHHOTO ucnoib3zoBanus UCII/H.

CoTpyAHUK IOJKEH OBITh O3HAKOMIIEH CO CBeACHHSMH Hactosiiel [lonuTuku, mpUHSTHIX
npouenyp padotsl ¢ anemerntamu UCIT/Ix n C3I1/]H.

CoTpynHUKH YUpexJeHUs, HCIOJIB3YIOIINE TEXHUYECKUEe CpeACTBa ayTeHTH(HKAINY,
JIOJDKHBI  00€CIIeYMBaTh COXPAHHOCTh HWIECHTU(UKATOPOB (AJIIEKTPOHHBIX KIIOYEH) HW HE
nonyckate HCJ[ x HuM, a Tak k€ BO3MOXXHOCTb MX YTE€pU WJIHM HCIHOJb30BAaHUSA TPETbUMU
mumamu.  [lomp3oBaTenm  HECYT  NMEPCOHANBHYIO  OTBETCTBEHHOCTh 33  COXPaHHOCTH
UJIEHTU(DUKATOPOB.

CoTtpynHuKHN YUpeKICHHs TOJDKHBI CIEJ0BAaTh YCTAHOBICHHBIM IIPOLEAYPaM MOANEP/KaHUS
pexxuma 6e3onacHoctu 1[0 npu BbIOOpE M MCHOIB30BAHUMU MApOJIeH (€cau HE MCIOIB3YIOTCS
TEXHUYECKHUE CPEACTBA ayTeHTU(UKALINN).

CoTpyTHHKH YUpeKIACHHS TOJKHBI O0CCIIeUMBATh HAICHKAIYIO 3aIIUTy OO0OpPYIOBAaHHS,
OCTaBIIsIEMOT0 0€3 MPUCMOTPA, OCOOCHHO B TEX CIIydasx, KOTrJia B MOMEIIEHHUE UMEIOT JOCTYII
MOCTOpOHHUE Jinia. Bce monp3oBarenu JOMKHBI 3HaTh TpeOoBaHus mo Oe3omacHoctH [IJIH n
POLEAYPHI 3aIIUTHl 000PYAOBAaHUS, OCTABJICHHOTO 0€3 MPUCMOTpPA, a TaKXKe CBOM 00SI3aHHOCTHU
110 00E€CIICUCHUIO TAaKOM 3aIUTHI.

CoTpynHHKaM 3ampeniaeTcsi yCTaHABJIMBaTh IOCTOPOHHEE MPOTPAMMHOE OOecIeueHue,
MOJIKJIIOYATh JIMYHBIE MOOWIBHBIE YCTPOMCTBA U HOCUTEIN MH(OpPMAIINH, a TaK KE 3aIUChIBAThH
Ha HUX 3alIUIIaeMyi0 HHHOPMAITHIO.

CoTpynHHKaM 3amperiaercss pasriamarh 3allyiiaeMyro MHPOpMalnio, KOTopas cTaja UM
U3BECTHA MU paboTe ¢ HHPOPMALIMOHHBIMH CUCTEMaMH Y UpEKICHHS, TPETHUM JTUIIAM.

[Tpu pabote ¢ I1[1n 8 UCII[dH corpynauku YupexaeHus 00s3aHbl 00ECIICUUTh OTCYTCTBUE
BO3MOXHOCTH npocMoTpa [1/[H TpeTbumu aunamMmu ¢ MOHUTOPOB APM min TepMuHamoB.

[Tpu 3aBepienun padotel ¢ UCIIAH coTpynuuku o0s3anbl 3aiuTHTs APM 1 TepMHHAIBI
C IOMOIIBIO OJIOKUPOBKM KJIIOUOM MM SKBHUBAJIEHTHOIO CPEACTBA KOHTPOJIA, HAIpUMED,
JIOCTYIIOM IO MApOJII0, €CJIU HE UCTIONb3YIOTCS 00JIee CUIIbHBIE CPEICTBA 3ALIUTHI.

CoTtpyaHuku Y4UpexaeHUs JO0JDKHBI ObITh MPOUH(DOPMHUPOBAHBI 00 yrpo3ax HapylleHUs
pexxuma OezomacHocTd I[I/IH W OTBETCTBEHHOCTH 3a ero HapymeHue. OHH JOJDKHBI OBITH
O03HAKOMJICHBI C YTBEPKICHHOW (OpPMaTbHON MPOIEAYyPO HATOXKEHHS TUCIUILTHHAPHBIX
B3BICKaHHMI HA COTPYIHUKOB, KOTOpbIe HapyIin [TomuTHKy HHPOPMALIMOHHOM 6€30MacHOCTH U
nporenypsl 6ezonacHoctu [1]1H.

CotpynHuku o0s3aHbl  0€3 TMpOMEUICHHS coo0marh 000 BceX HAOMIOIaeMbIX WU
NOJ03pUTENBHBIX citydasx padotsl MCII/IH, MOrymux noBieus 3a co00i yrpo3bl 6€30MacHOCTH
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I[I/ln, a Takke O BBIABIEHHBIX HMH COOBITHSX, 3arTparuBarmux Oe3omacHocTh [1]1H,
PYKOBOJICTBY TTOAPA3/ICJICHUS U JIUILY, OTBEYAIOLIEMY 32 HEMEIJIEHHOE pearupoBaHuE Ha yrpO3bl
oesomacuHoctu I1/1H.
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7 JlosKHOCTHBIE 00s13aHHOCTH noab3oBaTesieil UCIIAn
JomxHocTHBIE 00s13aHHOCTH nTosib3oBaTeneit UCII/IH onrcansl B CIEAYIONIMX TOKYMEHTAX:

- NHcrpykuus anmunauctpartopa MCITIH;

- Unctpykuus agmunanctpaTtopa 6e3onacnoctu MCIIAH;

- Uactpyknus monp3osatenst MCIIIx.
OtBercTBeHHOCTH coTpyAHUKOB CIIH Yupexnenus.

B cootBerctBuU co cT. 24 DenepanpHoro 3akoHa Poccuiickoit denepanuu ot 27 urons 2006
r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX)» JINIA, BAHOBHBIE B HAPYLICHUN TPEOOBAHUHN JAHHOTO
@enepallbHOTO  3aKOHA,  HECYT  TIPAKIAHCKYIO,  YIOJOBHYK,  aJIMHUHHUCTPAaTUBHYIO,
JUCLHUIIMHAPHYIO M MHYIO IPENYCMOTPEHHYIO 3aKOHOJATENbCTBOM Poccuiickonn Penepanuu
OTBETCTBEHHOCTb.

JeticTBytomee 3akoHomarenbcTBO P®  mo3BosiseTr MpedpsABIATh  TPeOOBaHHS IO
oOecrieyeHno Oe3omacHOM paboOTHl € 3amMmaeMoil MHQopMmanueil M mIpeaycMaTphBaeT
OTBETCTBEHHOCTh 3a HapylIEHHE YCTAHOBJICHHBIX MpaBui HKciutyaTanuun OBM u cucrem,
HEMpPaBOMEPHBIM J1OCTyn K HMH(POPMALUHU, €CIH OTH JACUCTBHUS TNPHUBEIN K YHUUYTOKCHHUIO,
OJIOKMPOBaHMIO, MOIU(PUKATUA MHPOPMAIIMK WK HapylmIeHuto padboTel DBM mnu cerelt (cTaThu
272,273 u 274 YK PO).

Anmvunnctparop UCITIa n anmuaucTparop 6e3onacHocty MCIIIH HeCyT OTBETCTBEHHOCTD
3a BCC I[eﬁCTBHH, COBCPHICHHBIC OT MMCHU HUX YUCTHBIX 3aIlICEe MM CUCTEMHBIX YUYCTHBIX
33.HHC€I>'I, €CJIN HE AOKa3aH q)aKT HCCAHKIITMOHUPOBAHHOI'O UCIIOJIb30BaAHUA YYCTHBIX 3aIliCei.

[Ipy HapymeHusx coTpyaHukamu YupexaeHus — nonb3oBatened WCIIAn npaswui,
CBsi3aHHBIX C Oe3omacHocThio II/lH, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JEHCTBYIOINM 3aKoHoAarenbcTBoM Poccniickoit denepanuu.

[IpuBenenHble Bbllie TpeOOBaHWS HOPMATHBHBIX JOKYMEHTOB IO 3alllUTe HHPOpPMALUU
JIOJDKHBI OBITH OTpakeHbl B I10OKEHUAX O MOJpa3eNeHusIX YUpexKIeHHs], OCYIIECTBISIIOINX
o6pabotky I1/1n B UCII/IH 1 JOKHOCTHBIX HHCTPYKIMAX COTPYIHUKOB YupexneHun.

Heo6xomumo BHectn B IlonokeHust 0 moapasfefeHUsX YUpexKIeHHs, OCYIIECTBISIONIMX
o6paborky [1/In B8 UCIIIH cBeneHus 00 OTBETCTBEHHOCTH WX PYKOBOIUTEICH M COTPYIHHKOB
3a pasrjalleHue M HECAHKIIMOHUPOBAHHYIO MoOJUUKAIUIO (MCKaXKeHHe, (anbcu(UKaIuio)
I1/In, a Takke 3a HENPAaBOMEPHOE BMEIIATEIHCTBO B IMPOLECCHl MX aBTOMATHU3MPOBAHHOMN
00paboTKu.
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8 CHHCcOK HCNO0JIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMU HOPMATHBHO-IIPABOBBIMH M METOJWYECKUMHU JIOKYMEHTAMH, Ha KOTOPBIX
6azupyertcs Hacrosee [lonoxenue sBIAOTCA:

1 ®enepanpubiii 3akoH OT 27.07.2006 1. No 152-D3 «O mepcoHaANbHBIX JaHHBIX)» (Janee —
®3 «O mepcoHANBHBIX JTaHHBIX»), YCTAHABIUBAIOUINNA OCHOBHBIC MPUHIIMIIBI U YCIOBHS 00pa-
6otku I1/1H, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YUAaCTHUKOB OTHOIIECHUH, CBA3aHHBIX C 00-
pabotkoii [1]1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit deneparyu ot 1Hos6ps 2012 1. Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAHMI K 3aIIMTE NMEPCOHATBHBIX JAaHHBIX MIPH WX 00padoTKe B MHGOpMAIIH-
OHHBIX CHCTEMAax MEePCOHAIBHBIX JTaHHBIX).

3 «Ilonoxenne 06 0COOEHHOCTAX 00pabOTKH MEPCOHANBHBIX JAHHBIX, OCYIIECTBIISIEMON 0€3
UCIIOJIB30BaHUs CPEACTB aBTOMAaTU3aluny, yTBepKkaAeHHOe [loctanoBnenuem llpasurenscrtea PO
ot 15.09.2008 r. Ne 687.

4 «TpeboBaHuUsl K MaTepUAIbHBIM HOCHUTENISAM OHMOMETPUYECKUX MEPCOHAIBHBIX IAHHBIX U
TEXHOJIOTHSIM XPaHEHMsI TaKUX JaHHBIX BHE HMH()OPMAIMOHHBIX CHUCTEM MEPCOHAIbHBIX JaH-
HBIX», yTBepkaAeHHbIe [locTanoBneHueM IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopMaTuBHO-METOAMYECKHE JOKYMEHTHl DefepaibHON CITYKOBI 110 TEXHUYECKOMY U IKC-
nepTHOMY KoHTpomo Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecneuenuro 6e3-
onacHoctH [1JIn mpu ux o6padotke B UCII/IH:

6 PexomeHanuu o obecreveHno 0€30MacHOCTH ePCOHANBHBIX JaHHBIX MPHU UX 00paboTKe
B MH(GOPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOTPUATHUS 110 OpraHU3alUU U TEXHUYECKOMY oOecreueHuto 0e30MmacHOCTH
NEPCOHANBHBIX JaHHBIX, 00pabaThiBaeMbIX B MH()OPMAIIMOHHBIX CUCTEMaxX MEPCOHAIBHBIX JIaH-
HbIX, yTB. 3aM. aupekropa ®CTIK Poccun 15.02.08 r. (ACII)

8 bazoBast Mozenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JNAHHBIX MPU UX 00pabOTKe B WH-
(bOpMaIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX, YTB. 3am. aupektopa ®CTIK Poccum
15.02.08 r.

9 Meroauka onpeaeneHus akTyallbHbIX YIpo3 0€30MacHOCTH NEPCOHANBHBIX TAaHHBIX MPH UX
00paboTke B WH(POPMALMOHHBIX CHUCTEMax IEPCOHANBHBIX JaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTIK Poccun 15.02.08 .
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Hpunoxenne 1

Ne [Inan - mepeyeHb TEXHUYECKUX MEPONpUATHil o obecnieuennn 6e3onacHoctr UCIT/] K3 K2 K1
I B noxcucreme ynpasiieHHs JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALUIO U TPOBEPKY MOMJIMHHOCTH CYOBEKTOB AOCTYIIA IPU
1 BX0/I¢ B onepanronnyto cucreMy MCII/IH o napoiito yclI0BHO-IIOCTOSIHHOTO JI€H- + + +
CTBWSI, JVIMHOW HE MeHee 1IeCTH OyKBEHHO-IIM(POBBIX CUMBOJIOB;
PeanuzoBarh naeHTH(PUKALMIO TEPMUHAIOB, TEXHUYECKUX CpencTB 00padoTku [1/1H,
2 y310B UCIIJIH, KoMIbIOTEPOB, KaHAIOB CBA3M, BHEMIHUX ycTpoiictB MCII/IH no ux - + +
JIOTUYECKUM MMEHaM (azpecam, HoMepam);
3 PeanuzoBath uaeHTH(DUKALIUIO TPOTpaMM, TOMOB, KaTaJloros, (aiiyios, 3amnucei, mo- ) n n
JIel 3amuceil o MMeHaMm;
4 Peanu3oBaTh KOHTPOJIb AOCTYNA CYyOBEKTOB K 3alIMIIAEMbIM PECypcaM B COOTBET- . .
CTBHUHM C MaTpULEH JOCTYIa;
npu Hannuuu nojkioueHus MCIIIH k ceTsaM o011ero noiab30BaHus JOJKHO pUMe- He nwke 5-ro He nmxe 4-ro He mmxe 3-ro
5 HATHCSI MEXXCETEBOE DKPAaHUPOBAHUE. YPOBHS 3all4- YPOBHS 3alllU- YPOBHS 3alllU-
MIEHHOCTH MIEHHOCTH MIEHHOCTH
st oGecnieuenust 6e3onacHoro MexcereBoro B3anmozeiicTsus B UCIu aist pas- He amxe 5-ro He mumxe 4-ro He mumxe 3-ro
6 HBIX KJIACCOB HEOOXOMMO HCIOJIBb30BaTh MO YPOBHS YPOBHs YPOBHs
3aIMIIEHHOCTH | 3alIMILEHHOCTH | 3allMIIEHHOCTH
II CpencTBo 3alMThI OT IPOrpaMMHO MaTeMaTudeckux BosaeicTauii (IIMB):
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PeanuzoBath uaeHTH()UKALINIO U ayTEeHTUPHUKAIMIO CyOBEKTOB AOCTYIA PH BXOJIE B
CPEJICTBO 3aIIUTHI OT MPOTPAMMHO MaTeMaTtuueckux Bozaeicteuii (IIMB) u nepen
BBINOJIHEHHEM UMM JIFOOBIX ONepanuii o YIpaBiIeHUIO (PYHKIMSIMU CPEICTBA 3aIlH-
Tb1 0T [IMB 1o mapostto (i1 ¢ uCroyib30BaHWEM WHOTO MEeXaHW3Ma ayTeHTU(uKa-
IIUH) YCIOBHO-IIOCTOSIHHOTO JEHCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCymiecTBISITh KOHTPOJIb JTFOOBIX ACHCTBUI CyOBEKTOB JIOCTYIIA 11O YIPABICHUIO
dynkuusaMu cpenctsa 3amuThl oT [IIMB TonbKO Mocie npoBeeHNs ero yCueHon
ayTeHTU(UKauy;

[IpexycMoTpeTh MeXaHU3MBI OJIOKUPOBAHMS JOCTYIA K cpecTBam 3amuTsl ot [IIMB
IIPY BBIIOJHEHNUN YCTAHABIMBAEMOI'0 YUCIIAa HEYJAYHBIX ITOIBITOK BBOJAA [1apOJIs;

Heobxoaumo mpoBoauTh HACHTH(UKANIO (HAIOB, KATaJIOTOB, IPOTrPAMMHBIX MO-
JlyJieil, BHEIIHUX YCTPOMCTB, HCIIOJIb3YEMBIX CPeACTB 3auiuThl oT [IMB;

III

B noxcucreme peructpanuu 1 ydera:

OcymiecTBISITh pETUCTPAIUIO BXOa (BBIX0/1a) CYyOBEKTa IOCTyIa B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUIO 3arPy3KU M HHULIUATIH3AIUH ONEPAIIMOHHON CUCTEMBI 1
ee MpOorpaMMHOI0 OCTaHOBA. Perucrpanus BoIX0a U3 CUCTEMbI UJIM OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro otkiatouenus MCII/Ia. B napamerpax peru-
CTpaIy yKa3bIBAIOTCS JIaTa U BpeMsl BXoJia (BBIX0/a) CYObEKTa JOCTYIa B CUCTEMY
(W3 cucTeMbl) UK 3arpy3ku (OCTaHOBA) CUCTEMBI;

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(DOPMAITUY C TTIOMOIIBIO HX JTH000H
MapKHUPOBKH ¥ C 3aHECEHUEM YUETHBIX JIaHHBIX B )KYpHaI (YUETHYIO KapTOUKY);
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[IpoBOIUTH perucTpaIuio BXo1a/BbIXo/1a CyObEKTOB JOCTYIA B CPEICTBO 3ALIUTHI OT
IIMB, peructpanuio 3arpy3ku 1 HHUIMATIU3AIMN 3TOTO CPECTBA U €€ TPOTPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaniu yKka3plBaeTcsl BpeMs U JjaTa BX0OAa/BbIX0/1a
cyOBeKTa noctyna B cpenctBo 3amuThl oT [IMB wnm 3arpy3ku/ocranoBa 3Toro cpe-
CTBa, a TaK)Ke UJICHTU(PUKATOP CYObEKTa TOCTYNa, MHUIIMAPOBABLIETO JaHHBIC JACH-
CTBHS;

[IpoBoUTH perucTpanuio cCoOObITHI poBepku 1 oOHapyxeHus [IMB. B mapamerpax
pEerucTpaIiy yKa3blBalOTCs BpeMs U JlaTa MPOBEpKH Uik ooHapyxenus [IMB, unen-
TUUKATOP CyOBEKTA JOCTYIA, NHUIIMMPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep BbI-
HOJHSEMBIX ASUCTBUH O MPOBEPKe, THIT 0OHAPYKEHHON BPETOHOCHOM MPOrpaMMbl

(BII), pe3ynbTar aeiicTBuil cpeacTBa 3auThl 10 O61okuposanuio [IMB;

[TpoBoaUTH perucTparuio COOBITHN IO BHEIPEHHIO B cpeACcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3plBaroTCs BpeMs U AaTta 0OHOB-
JICHUS, UJSHTU(PUKATOP CYOBEKTa TOCTyIa, MHUIIMMPOBABIIIETO JAHHOE JICHCTBUE
BEpCHsl U KOHTPOJIbHAS CyMMa TaKeTa OOHOBIICHUS;

[IpoBOIUTH perucTparuio COObITHIA 3amycKa/3aBepIieHus: paboThl MOYJIEH CpeCTBa
sammThl oT [IMB. B mapamerpax peructpanuu yka3blBarOTCs BpEMs U J1aTa 3aIyc-
Ka/3aBepIueHus paboThl, UACHTU(UKATOP MOAYIISA, HACHTH(PHUKATOP CYyObEKTa JOCTY-
na, MHUIIMMPOBABLIETO JaHHOE JICHCTBUE, Pe3yIbTaT 3alycKa/3aBepIieHus: paboThl;

JIOJKHA MPOBOAMTHCS PETUCTPaLUs COOBITUH yIIpaBiIeHHs CyOBEKTOM 10CTyINa
¢ynkuusmMu cpenctia 3amuThl oT [IMB. B mapamerpax perucrpanuu yka3plBaloTCs
BpeMs U JjaTa COOBITHS yIpaBlIeHUs Kaxa0u QyHKIMEH, HISHTU(PUKATOP U CIICIIH-
dukanys GQyHKINH, HASHTHPHUKATOP CyObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JeiicTBUe, pe3yabTaT ACUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pErucTpaIuio COOBITHIA MOMBITOK J0CTYIIa MPOTPAMMHBIX CPEACTB K MO-
IyJsiM cpeacta 3amuThl OT [IMB unu crienmanbHbIM JToByIIKaM. B mapamerpax pe-
THCTPAllMU YKa3bIBAIOTCS BPEMsl U JjaTa MOMBITKY AOCTYIA, HACHTU(UKATOP MOIYJIS,
uaeHTu(UKaTOp U crenuduKaIys MOy s cpeacTra 3anuThl oT [IMB (criennanbHoi
JIOBYIIIKH ), PE3YNIbTAT MOIBITKHA TOCTYTIA;

[IpoBoauTH perucTpanuio COOBITUI OTKaTa It cpeacTBa 3aumThl ot [IMB. B mapa-
METpax perucTpanuy yKa3plBalOTCs BpeMs U JaTa COOBITHSI OTKaTa, crienuukarus
NENCTBHUI OTKaTa, HICHTU(PUKATOP CYyOBEKTa JOCTYIA, MHUIIMHPOBABIIIETO TAHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOKEHUS HITUM MOAU(DUKALIUT
HapyLIUTENIEM;

11

Peanu3oBaTe MEXaHU3MbI COXPAaHEHUS JAHHBIX PETUCTPALIUU B CIIydae COKpALICHUS
OTBEJCHHBIX I10J] HUX PECYPCOB;

12

PeanuzoBaTh MEXaHU3MBbI IPOCMOTPA U aHANIM3a JaHHBIX PETHUCTPALIHN U UX (PHIIb-
TpaLuH o 33JaHHOMY HabOpy apaMeTpoB;

13

[IpoBoUTH aBTOMAaTHYECKUI HETPEPHIBHBII MOHUTOPUHT COOBITHI, KOTOPbIE MOTYT
SABJISATHCS TpuanHON peasm3anuu [IMB (coznanue, penakTupoBaHue, 3a1Ch, KOMITH-
JS1US 00BEKTOB, KOTOPBIE MOTYT coaepkarh BII).

14

Peanu3oBaTh MeXaHN3M aBTOMaTHUYECKOTO aHAIN3a JAHHBIX PETUCTPALUK 10 11alI1o-
HaM TUNOBBIX nposiBieHuit [IMB ¢ aBToMatnueckuM ux OJIOKMPOBAHUEM U YBEIIOM-
JICHHEM aJIMUHHCTpaTopa 0€30MacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOJupYIOIINX) ¢ perucTpalyen Beigaun (pu-
eMa) HocuTenel nHpopManuu,
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16

OcCyIecTBISTh PETUCTPAIINIO BXOa (BBIX0Aa) CYOBEKTOB IOCTYIA B CHCTEMY (M3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH M MHULIMATH3AINH ONIEPAIIMOHHON CUCTEMBI.

17

OcCymiecTBISATh PETUCTPAIMIO BBIIaYH MTEYaTHBIX (Tpa@UUecKuX) JOKyMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTpax perucTpanuu yKa3plBarOTCs (JaTa U BpeMsl BbIJla-
4y (oOpalneHus K MOJACUCTEME BBIBOJIA), CIICITU(HUKAIINS YCTPOHCTBA BBIIAYM — JIOTH-
4ecKoe UMs (HOMep) BHEIITHETO yCTPONCTBA, KPAaTKOE Co/iepikaHre (HAaMMEHOBaHUE,
BUJI, (P, KOJT) ¥ YPOBEHb KOHPUACHIIMAIBHOCTH JOKYMEHTA, HICHTU(PUKATOP
CyObeKTa JI0CTyIa, 3alIPOCUBIIETO JTOKYMEHT;

18

OCyIIecTBISATh PETUCTPAIIHIO 3aITycKa (3aBEepIICHHs) TPOrpaMM U TIPOIECCcoB (3a1a-
HUH, 33]1a4), TpeHa3HAUYCHHBIX 711 00pabOoTKH 3anuiiaemMbix (aiisioB. B mapamer-
pax perucTpaiuy yKa3bIBAIOTCS JaTa U BpeMs 3amycka, uMs (MIeHTU(UKATOP) TIPO-
rpaMmbl (TIporiecca, 3a1aHus ), HACHTU(PUKATOP CYObEeKTa JOCTYIa, 3alIPOCHBIIIETO
nporpammy (IIpoLecc, 3aJaHKe), pe3yNbTar 3amycka (YCIelIHbIi, HeYCTIeITHbIN — He-
CaHKIIMOHMPOBAHHBIN),

19

OcCymIecTBIATh PErUCTPALMIO MOTMBITOK JOCTYIA MPOrPAMMHBIX CPEACTB (TIPOrpamMM,
MIPOIIECCOB, 3a/1a4, 3aJJaHNi) K 3aIuinaeMbM (aitiaMm. B mapamerpax peructpamuu
YKa3bIBAIOTCS JaTa U BpeMs MOMBITKH JIOCTYIA K 3aluinaeMomy (Gaiiny ¢ ykazaHuem
ee pe3ysbrara (ycrenrHas, HeyclenHas — HeCaHKIIMOHUPOBaHHas ), UACHTH(UKATOD
cyOBeKTa nocTymna, crienuduKams 3anmnaemMoro dainia;

20

OcCy1ecTBISITh PETUCTPALNIO MOIBITOK JOCTYIA MPOTPAMMHBIX CPEICTB K CIEAYIO-
MM JIOTIOJTHUTEIHHBIM 3alUIIAaeMbIM 00BEKTaM JIOCTYIA: TEPMUHATAM, KOMITBIOTE-
pam, y3nam cetu UCIIJIH, nuHusM (kaHamaM) CBSI3U, BHEIITHUM yCTPOMCTBAM KOM-
NBIOTEPOB, TPOrpaMMaM, TOMaM, KaTajioram, daiinam, 3anucsm, moJisM 3anuceid. B
napaMeTpax perucTpaliy yKa3bIBalOTCS JaTa U BpeMs MOMBITKH JOCTYyMa K 3alHIla-
eMOMY OOBEKTY C yKa3aHUEM ee pe3ynbrara (yCHelrHas, HeyCrenrHas — HECaHKIO-
HUPOBaHHAs), HACHTH(PUKATOP CYOBEKTa JOCTYIA, CrIeIU(PUKAIINS 3aIIHIIIaeMOT0
00BbeKTa — JJOTUYECKOoe UMs (HOMED);
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21

[TpoBoUTH y4eT Bcex 3allMIaeMbIX HOCUTEIeH HH(POpMALUU C TOMOIIBIO UX Map-
KHPOBKHU U C 3aHECEHHEM YUYETHBIX JaHHBIX B )KypHAJ (YUETHYIO KapTOUKY);

22

OcymiecTBISITE OUUCTKY (0OOHYJIEHHE, 00E3TNYMBAHNE) OCBOOOXKIAEMBIX 00J1acTei
OTIEPAaTUBHOM MaMITH KOMITBIOTEPOB U BHEITHUX HAaKOMuUTeNe. O4ncTKa oOCyIiecTs-
JSIETCSI OTHOKPATHOW IPOM3BOJIBHOI 3aITUCHI0 B OCBOOOXKIaeMYIO 00J1aCTh aMsATH,
paHee UCIOIb30BaHHYIO /Il XpaHEHUS 3alllMIIaeMBbIX TaHHBIX ((aiinos, nHpopMa-
uu);

1Y%

B nmoxcucreMe odecrieueHus IETOCTHOCTH:

O06ecneynTs IEOCTHOCTh TPOrPaMMHBIX cpeacTB 3anuThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTh IIPOrpaMMHOMN cpenibl. [Ipy 3TOM 11eT0CTHOCTB CPEACTB 3alUTHI
MIPOBEPSIETCS TIPH 3arPy3Ke CUCTEMBI 110 HATMYHUIO UMEH (MICHTH(PUKATOPOB) KOMIIO-
HeHT C3I1/1H, IeTOCTHOCTh MPOrpaMMHOI cpeJibl 00eCTIeYnBaeTCsi OTCYTCTBUEM B
UCIIdu cpencts pa3pabOTKH U OTIIAJKU IPOTPAMM;

OcymectBisath ¢usznaeckyro oxpany UCIIIu (ycTpoiicTB u HOcuTenel nadopma-
1IUM), IpeycMaTpuBaroas KoHTpousb gocryna B nomemenus MCIIJIH nocropoHHNX
JIUL, HAIMYXE HAJEKHBIX TPENATCTBUN JUIsl HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBE-
Hus B nmomenienus UCIIH u xpanunuiie HocuTenel nHhopMaIvm;

[TpoBonuth nmepuoandeckoe TecrupoBanue Gynkuit C3I11H npu u3meHeHnu mpo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ moMouipo TeCT-IporpaMM, UMUTHPYIOIIUX
nonsiTku HCJI;

JOJIKHBI OBITH B HAIMYMH cpencTBa BoccranoBieHus C3I1/1H, mpeaycMaTpuBaromniye
BEJICHUE JIBYX KOIHIA TPOTPAMMHBIX CPEJICTB 3aIIUTHI MHPOPMAIINHU, HX TIEPHOIHYEC-
CKOe 0OHOBJIEHHUE U KOHTPOJIb pabOTOCIIOCOOHOCTH;

[IpoBoUTH MPOBEPKY LEIOCTHOCTU MOYNeH cpeacTsa 3amuThl oT [IMB, HeoOxo-
JUMBIX U1l €10 KOPPEKTHOrO (PyHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
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ObecneunTh BO3MOKHOCTH BOCCTAHOBJICHHS cpecTBa 3ammThl oT [IMB, npenycmar-
pHUBaroIas BEACHNUE JBYX KOIIUHI MPOrPaMMHOIO CPEICTB 3alIUThI, €T0 MIEPUOINYC-
CKOe 0OHOBIIEHHE U KOHTPOJIb pabOTOCTIOCOOHOCTH;

Peanu3oBaTh MEXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHU CPEACTBA
3amuTsl OT [IMB ¢ ucnosb30BaHrEM KOHTPOJIBHBIX CYMM;

[IpoBonuTh pezepBHOE KonupoBanue [1/[H Ha oTuykaeMble HOCUTENN HHPOPMAIINH;

B noacucreMe aHTUBUPYCHOM 3aILUTHI:

[IpoBoauTh, aBTOMAaTH4ECKYIO IPOBEpKY Ha Hanuuue BII nnu nocnencreuii [IMB
npu umnopte B UCII/IH Bcex mporpaMMHBIX MOAYJIEH (MMPUKIIAIHBIX POTPaMM), KO-
TOpBIE MOTYT coziepkaTh BII, mo ux TUIOBBIM 11a0JI0HAM U C TOMOIIIBIO IBPUCTHYE-
CKOT'0O aHalln3a;

PeanuzoBath MeXaHM3MbI aBTOMATHYECKOTO OJIOKUpOBaHUs 00HapykeHHBbIX BII my-
TEM UX yJaJeHHs U3 MPOrPaMMHBIX MOIYJIEH UM YHUUTOXKCHHUS;

PerynspHo BeImonHATH (IIpU epBoM 3arycke cpencts 3amuThl [1Jn ot IIMB u ¢
yYCTaHABJIMBAEMOM NEPUOINYHOCTBIO) IIPOBEPKA HA NpeAMET Hanuuus B HuX BII;

JomxHa nHunuupoBartbes aBromarnueckas nposepka MCII/Ix Ha npeamer Hanuuus
BII npu BeisiBnenun akra [IIMB;

Peanu3oBaTh MEXaHM3M OTKAaTa Ul YCTAHABIMBAEMOTI'O YNCIIA ONIEPALUN yIaTICHHUS
BII u3 onepatuBHOM WIK TOCTOSIHHOM ITAMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IIPH-
KJIAHBIX [IPOrpaMM UJIH IPOrPaMMHBIX CPEACTB, coaepkamux BIIL

Hononautensno B UCIIJIH nomxkeH npoBOAUTHCS HEMPEPHIBHBIA aBTOMAaTUYECKUI
MOHUTOPHUHT WH()OPMAITMOHHOTO OOMEHa C BHEITHEH CEThIO C 1ebI0 BhisiBIeHUS BII.
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VI

KonTpons orcyrcteus HB B 110 C3U

Jnist mporpaMMHOTro o0ecTieueH s, UCTIOIb3yeMOoro npu 3amure nadopmaruu B UC-
I111 (cpencts 3amuthl nHGopMmaruu — C3, B TOM 4KCIIe U BCTPOSHHBIX B 00IIIECH-
CTEMHOE U TMPUKIIaTHOE IporpammHoe obecriedenue — [10), nomkeH ObITh 00ecnieueH
COOTBETCTBYIOIINI YPOBEHb KOHTPOJISI OTCYTCTBUS B HeM H/IB (He nexmapupoBan-
HBIX BO3MOXKHOCTEH).

VI

Oo6napyxenue Bropxkennii B UCIT/IH

OO0HapyxeHre BTOPKEHHUI TOKHO 00eCIeYnBaThCs IMyTEM HUCIIOJIb30BAHUS B COCTA-
Be MCII/IH nporpaMMHBIX WJIH MPOTPaMMHO-aIapaTHRIX CPEACTB (CHCTEM) 0OHa-
pyxenus Bropxkenuii (COB).

Heo6xoaumo 00s13aTeIbHOE UCITONB30BAHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
UCTIONB3YIONINE CUTHATYPHBIC METO/IbI aHAJIH3a

Heo6xoanmMo o6s3aTenbHOe UCIIOIB30BAaHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
MCIIOJIb3YIOLINE CUTHATYPHBIE METO/IbI AHAIN3A U METO/IbI BBISBJICHUS aHOMAJIUI

VIII

3amura UCIIIa ot IIDMUH

st o6paboTku nHGOpMaHK Heo0Xo 1Mo uctoyib3oBaTh CBT, ynoBneTBopsromnime
TpeGoBaHuUsAM cTaHAapTOB Poccuiickoii denepariuu 1o 31eKTPOMarHUTHONW COBMe-
CTUMOCTH, TI0 0€30TTaCHOCTH ¥ A)PTOHOMHYECKUM TPeOOBaHUSIM K CPEICTBaM OTOO-
pakeHust ”HGOpPMAIMH, TIO CAHUTAPHBIM HOPMaM, MIPEIbIBISEMBIM K BHICOIHC-
mieitHpIM TepMuHaiiaM [19BM (manpumep, 'OCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBerctBus UCII/IH TpeGoBanusm 6e3onacHocTH [1]1H

MonntrKa nHpopmaumoHHo 6esonacHocTu. CtpaHuua 32 u3 36




1 [IpoBectu 00s3aTenbHYI0 cepTU(UKALNIO (ATTECTAUIO) 110 TpeOOBaHUAM Oe3omac-
HOCTH MH(pOopMaIu;

) JlexmapupoBaTh COOTBETCTBHE WK 00sI3aTEIBHYIO CEPTH(PUKAIHIO (ATTECTAINIO) TIO

+ - -
TpeOOBaHUIM O€30MaCHOCTH MHGOPMAITUH (TI0 PEIICHHUIO OTIEPaTopa);

[Mpumeuanue: [Ins UCIIn 4 knacca nepeueHb Meponpustuil mo 3ammre [1/[H onpenensercs B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXKET OBITH

HAHECCH B CJICACTBHMH HCCAHKIMOHUPOBAHHOT'O UJIKM HEMPEAHAMCPEHHOT'O JOCTYIIA K HﬂH

CornacoBaHo:

JEJIONPOU3BOIUTEND NBanoBa Ceetiiana EBrenbeBHa
CTaplIMid BOCIUTATENb KosmioBa Ans6uHa BragumupoBHa
YYHUTEIb - AeEKTOIOT BonkoBa AnesruHa EBrenneBHa

MonntrKa nHpopmaumoHHo 6esonacHoctu. CtpaHuua 33 u3 36




JIner o3nakomiienus ¢ IlosmTukoii nHPpOPpMAMOHHON 0€30I1aCHOCTH

PHUO

JloskHOCTD

Jara

IMoanucek

HBanosa Csetriiana EBrenneBua

JIETOTIPOU3BOIUTEIb

KosmoBa Ans6uHa BragumupoBHa

CTaplIMi BOCIIUTATEIb

BonkoBa Anestrna EBrenneBHa

yUuTenb - Aedexronor

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Nonntuka nHpopmavmoHHon 6esonacHocTn. CTpaHuua 34 13 36




JIncer o3nakomienus ¢ IlosmmTukoi nHpOpManoOHHON 0€301aCHOCTH

Ne ®UO JloxkHOCTD Hdara Hoanmuch
n/n
26. | lIBanoBa CBetnana EBrenbeBHa JEJIOTPOU3BOIUTEID

27.

KosmioBa Ans6unHa BragumupoBHa

CTaplIMi BOCIIUTATENb

28.

BonkoBa Anestuna EBrenneBHa

yUuTenb - Aedexronor

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

Monntnka nHpopmaumoHHol 6esonacHocTn. CtpaHuua 35 13 36




MNonntuka nHpopmavmoHHon 6esonacHocTn. CTpaHuua 36 13 36
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